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Executive Snapshot: Lessons Learned from Procurement Executives on Cost 
Containment, Risk Management, and Preparing for the Next Normal
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SITUATION OVERVIEW

Senior procurement leaders met in a virtual roundtable on June 16, 2020, to discuss challenges and 

opportunities now that companies have achieved stasis after the initial stages of the COVID-19 

pandemic. This meeting was designed to enable senior IT and procurement leaders to exchange ideas 

in the following areas:

 What are their sourcing priorities for the next 6–12 months? How have these changed since the 

pandemic began?

 What new business drivers are they responding to?

 What techniques or approaches can make the IT procurement process go faster and better?

The discussion centered on challenges related to managing existing and new projects, contract 

governance, IT security, and containment of business risks.

Introduction

In the past six weeks, IDC has noted a rising sense of relative optimism among CEOs and business 

leaders. Based on IDC's survey data, six weeks ago, about 43% of respondents worldwide said that 

they thought that the impact on the economy was going to be at least a 10% decrease overall in the 

economy. But in the past six weeks, that percentage has gone down significantly — only 12% of 

executives think the magnitude of the recession is going to be that significant (see Figure 2).
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FIGURE 2

COVID-19 Impact on the Economy

Q. What impact do you think COVID-19 will have on the economy in 2020?

Note: The surveys were conducted from May 7 to 14, May 21 to 28, and June 4 to 15, 2020.

Source: IDC's COVID-19 Impact on IT Spending Surveys, May and June 2020

IDC is also seeing many companies looking to boost their competitiveness with new technologies (see 

Figure 3).
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FIGURE 3

New Technology Purchase Plans in the Next 6 Months

Q. Please indicate which of the following best describes your organization's approach to buying 
technology in the next 6 months?

n = 880 worldwide

Note: The survey was conducted from June 4 to 15, 2020.

Source: IDC's COVID-19 Impact on IT Spending Survey, June 2020

Inevitably, procurement executives and their teams are affected by the need to maintain business 

continuity after the first wave of the pandemic; however, many are also being asked to fill, without new 

spend, their companies' need to expand their capabilities.

In this document, we share the experiences of senior procurement executive leaders as they chart 

their course toward the next normal.

ADVICE TO TECHNOLOGY LEADERS

Cost Containment

Participants noted that major vendors, and many others, are willing to negotiate generous payment 

terms — for example, 0% interest for one year or more — to retain a contract. Another participant cited a 

one-year delayed payment upon contract signing. Another executive noted that though initiatives that 

were planned before COVID-19 are still in process, all other discretionary initiatives and expenditures 

have been put on hold. "We're pausing for a minute," the executive commented. "We're not 

discontinuing projects, but we are waiting three to four months to see what happens."

Accordingly, IDC research shows that financial flexibility is key when negotiating with vendors (see 

Figure 4).
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FIGURE 4

Pricing and Contracts Adjustments

Q. Which of the following adjustments to pricing and contracts would you value if your 
technology supplier could provide in the coming months?

n = 880 worldwide

Note: The survey was conducted from June 4 to 15, 2020.

Source: IDC's COVID-19 Impact on IT Spending Survey, June 2020

Getting Agile

Another participant described a project that was originally scoped as a $50 million deal that has been 

altered to be a series of sprints instead of a big award. The company now looks at this as an agile 

project, costing it at $1 million per month.

A procurement executive in the healthcare field noted massive revenue declines in April, and a 

corresponding lack of interest in awarding large contracts. "I think that the tendency to award mega 

projects is decreasing, particularly when they're multiyear," the executive noted. "The whole concept 

behind agile is to keep you from discovering that you didn't get what you wanted, or the market has 

changed, or the need has gone away — that you've developed exactly what you wanted five years ago, 

but it's no longer useful, and now you've got to redesign."

Accordingly, IDC survey data shows that while most enterprises will continue to pursue most projects,

they are reevaluating the need for technology purchases needed to support the projects (36%).

Furthermore, projects with a greater return are being prioritized (22%) (see Figure 5).
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FIGURE 5

Potential Impact of the Current Pandemic Crisis on Technology-Led 
Transformation Projects

Q. Which of the following best describes the potential impact of the current pandemic crisis on 
your organization's technology-led transformation projects?

n = 582 worldwide

Note: The survey was conducted from April 6 to 15, 2020.

Source: IDC's COVID-19 Impact on IT Spending Survey, April 2020

One executive described a new onboarding process for a very large contract. "My anticipation was that 

there would be many workshops and face-to-face groups getting together to do the reengineering 

work. But now, for the foreseeable future, all the work is going to be done with Zoom or team 

conference calls and Microsoft Teams. We'd started to take handsets off of people's desks even before 

this, but this has accelerated my desire not to renew maintenance agreements on handsets that 

nobody's going to be using ever again."

Refining the Procurement Process

Participants discussed practices that are moving things quicker, faster, or more effectively through the 

procurement organization. One participant spoke of two approaches to accelerating IT procurement:

 Favoring, where possible, existing suppliers (Using suppliers that are already under contract 
enables a company to speed through the acceptance process. If procurement's pace gets in 
the way of the business, the business will choose a supplier anyway, without considering the 

difficulties inherent in forging and maintaining the relationship.)
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 Remediating risk as soon as possible, whereby procurement gets the business up and running 

on a capability, and handing risk over to the business

Another participant spoke of the need for the lines of business to learn contract governance. "I spent 

years teaching governance of outsourcing contracts and vendors, teaching governance and the nuts 

and bolts of management. Governance is a real skill, and the business typically doesn't know how to 

do it. It's expensive too, as much as 4% of the contract value."

"Five-to-fifteen percent of contract value is wasted because of a lack of oversight," said another. "A 

full-time person should be monitoring progress!"

Addressing Cloud Sprawl

The pandemic has accentuated the mistakes, which inevitably follow a lack of strong cloud 

governance. "We discovered that we didn't know how much cloud we were using until we did an audit,"

commented one participant. "But how could we assess risk and financial losses before we knew what 

we had? In fact, we couldn't."

Controlling cloud sprawl is a pervasive and ongoing challenge to procurement executives and their 

teams. Participants discussed their companies' difficulty in controlling cloud sprawl and some of the 

solutions they had adopted to do so. As one participant noted: "We went public recently and are in a 

rapid growth mode. Procurement has frozen the ability for anyone in the company to expense anything 

with a credit card: this gives procurement the ability to put a brake on unneeded technology 

expenditures and an understanding of what people are buying and why. Also, we leverage 

technologies in-house to monitor what people are using and what's compliant; this gives us a handle 

on the risk of retaining this hardware, software, or service."

Containing Cybersecurity Risk

Though cybersecurity was front and center before, the COVID-19 crisis has overlaid yet another set of 

challenges. Nonetheless, procurement executives face systemic challenges stemming from an 

exponential increase in cybersecurity risk. IDC has observed this trend crossing all industry sectors;

executives keep cybersecurity risk top of mind, citing the data breaches at Yahoo!, Capital One, 

Facebook, First American Financial Corp., and others, with the number of records breached in the 

hundreds of millions and financial liability in the hundreds of millions of dollars. And, increasingly, with 

cloud, a partner is hosting data, which creates potential problems that cyberinsurance cannot mitigate.

"Cybersecurity issues are heightened because we're moving more and more to digital services," said 

one participant. "Some of these are COVID-19 related, but issues around cybersecurity and liability are 

exploding."

"We're taking two different approaches to address this," commented another participant. "I'm finding —

and this is not COVID-19 related — that five years ago, I could get a supplier on data, privacy, and 

security to accept unlimited liability clauses. And now the lawyers are battling each other on every new 

contract. Every master services agreement that I negotiate now comes down to this data breach 

liability. Who's going to accept the risk for liability? And they're lengthy, hard-fought conversations 

where we try to get companies to accept up to $50 million of liability for a data breach or virus."

For this participant, these liability negotiations push his procurement organization to go with known 

suppliers. "If I don't have a master services agreement already negotiated with that in place and it's a 
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new vendor, guaranteed, this negotiation is going to slow us down — in fact, this slows us down as 

much as negotiating the commercial terms of the deal."

Others agreed that "No cloud company wants to carry that kind of liability. Even if the cloud provider 

has secured a $50,000-per-month contract, the company is not going to want to incur a hundred 

million dollars of liability down the road."

Participants noted that their companies may also create a restricted list with a limited number of 

contract approvers. They require a clear and demanding risk assessment process. They may 

terminate an employee who signs a click-through that wasn't approved by a manager — every 

purchase gets a privacy/risk review. IDC's research shows that, consistent with the roundtable 

participant observations, cybersecurity is the highest-priority post-COVID-19 digital transformation

(DX) area for their enterprises (see Figure 6).

FIGURE 6

Post-COVID-19 Digital Transformation Priority Areas

Q. To address the challenges that arise as a result of COVID-19, which of these digital 
transformation (DX) areas should your organization be focusing on?

n = 582 worldwide

Note: The survey was conducted from April 6 to 15, 2020.

Source: IDC's COVID-19 Impact on IT Spending Survey, April 2020
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Preparing for the Next Normal

Now, to compound existing security challenges are the procurement challenges inherent in supporting 

thousands of new WFH employees around the globe.

Many companies are seeing significant delays around supply chain, with many impacted by the 

closure of hardware facilities worldwide; these delays are continuing, and to address this challenge, 

they are buying ahead of time or stockpiling bulk orders.

Managing a global transition to Zoom has brought its own challenges. In the early stages of the 

pandemic, procurement executives were taken unawares by many employees signed up for Zoom 

without corporate authorization, even when companies had sanctioned Microsoft Teams for 

teleconferencing and telemeetings. In response, participants noted, they created new policies in 

relation to Zoom use — for example, only allowing business to be conducted on the business' Zoom 

account. They have created corporate policies that move regular knowledge workers to Teams, but for 

executives that are doing investor or media events, Zoom offers enhanced business capabilities.

What's top of mind in terms of new technologies executives are considering? "Everything around 

virtual collaboration is accelerating," noted one participant. "Technologies related to client interaction, 

video, voice recording, and team collaboration are at the top of our review list."

Others are considering technologies — none of which were on their radars before COVID-19! — to 

facilitate the return to the office. These include safe distancing sensors and kiosk solutions that do a 

quick temperature check on an employee before authorizing entry. Another participant has already 

acquired apps that employees can install on their devices to let them know when there's high traffic in 

break rooms or restrooms. "This gives them guidance about where it's safe to go and offers a portal for 

us to communicate health information and health policy information. This gives us a way to organize 

that for our employees."

As reflected by roundtable participant observations, finding the "next normal" will be a challenge. 

However, IDC's research shows that 47% of enterprises are ahead of the crisis and are well on their 

way (see Figure 7).
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FIGURE 7

Finding the Next Normal

Q. Of the following choices, which one best describes where your organization currently is and 
where your organization will be in the next 90 days?

n = 693

Note: The survey was conducted from May 21 to 28, 2020.

Source: IDC's COVID-19 Impact on IT Spending Survey, May 2020
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Synopsis

This IDC Perspective shares the experiences of senior procurement executive leaders as they discuss 

challenges and opportunities now that companies have achieved stasis after the initial stages of the 

COVID-19 pandemic. This meeting was designed enable senior IT and procurement leaders to 

exchange ideas about their sourcing priorities for the next 6–12 months, the new business drivers they 

are responding to, and the techniques to make the IT procurement process go faster and better.

"Procurement executives and their teams are affected by the need to maintain business continuity 

after the first wave of the pandemic; however, many are also being asked to fill, without new spend, 

their companies' need to expand their capabilities," notes Aaron Polikaitis, research vice president,

IDC's IT Executive Programs (IEP).
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