Enterprise NAC Survey 2007: An IDC Special Report

The Dynamic and Evolving Scope of NAC in the Enterprise
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Services Network security continues to be a major focus for enterprise IT management and
o professionals. A significant challenge for IT is securely keeping pace with the prolif-
‘{:ﬂ, Gerry Pintal eration and use of existing and newly introduced endpoint devices, including PDASs,
£ Research iPods, printers, and copiers. Many of these newly introduced IP devices that seek
= Manager access to the network are unmanaged or unmanageable by IT and clearly represent
added security exposure to the network's overall security posture
q Charles Kolodgy Network access control (NAC) is seen by many IT professionals today as the most
G e promising network security innovation enabling IT to enhance overall network securi-
ty and health.
g::; *.-:! IDC’s Enterprise NAC Survey 2007 survey was conducted with the goal of determin-
= TJon Crotty ing the nature of and extent to which enterprises are adopting NAC as a networking
Research Analyst security solution. Further, IDC sought to determine who the current leading NAC

vendors are in the eyes of the participants.
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+ Gain critical information to make important decisions in
how to position products and services to customers.
+ Understand how IT executives view NAC and what is ———y
their driving interest into this new technology. Extended Perimeter .
+ Comprehend the business problems being solved with e P emore
NAC.

+ Clarify what is driving adoption of NAC.

+ Gain insight into the sales cycle-buying process around
NAC and how is NAC being deployed.

+ Understand how NAC will be leveraged in the enterprise
and in what time frame.

 KEY FINBINGS
This study reveals areas of both consistency and striking
differences among small, medium-sized, large, and very

large companies regarding the extent of planning, budgeting, and deployment of NAC.

A Typical Enterprise Extended Perimeter

* 75% of IT professionals representing very large enterprises have already deployed NAC, are in the evaluation
process, or are planning to deploy NAC within the next 24 months.

+ Nearly 60% of large companies reported the same NAC rollout plans as very large organizations.

+ However, as many as 53% of IT professionals in small and midsize businesses participating in this survey
have no immediate plans to deploy NAC.
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